
Allce Geene 
Vice President. Legal rlITZ' 

WORLDWID 

September 24, 2008 

Attorney General Kelly A. Ayotte 
Office of the Attorney General 
Attn: Security Breach Notification 
33 Capitol Street 
Concord, NH 0330 I 

VIA OVERNIGHT MAIL 

Dear Attorney General Ayotte: 

Pursuant to RSA 359-C:20, I (b), we are writing to notify you of an incident that occurred on 
September 8, 2008 that may affect personally identifiable information relating to I resident of the 
State of New Hampshire. We became aware of the incident on September 9. 

The incident involved the theft of a password protected laptop computer from the car of an Orbitz 
Worldwide employee that occurred in Chicago, Illinois. Orbitz reported the theft to the police 
department, but the laptop has not been recovered. After investigating this incident, we believe that 
this laptop may have contained files that included the names and Social Security numbers of some of 
our U.S.-based employees, including I resident of New Hampshire. 

Orbitz Worldwide is taking measures to minimize the risk of such data compromises in the future, 
including renewed employee security training and acceleration of the company wide laptop 
encryption initiative which began prior to the laptop theft. In addition, each of the affected 
individuals will be offered a year of credit monitoring at no charge. 

Orbitz Worldwide plans to notify potentially affected individuals on or before September 25, 2008, 
by U.S. mail. A copy of the notification letter is enclosed for your reference. 

Please contact me if you have any questions. 

Sincerely, 

Alice Geene 
Vice President-Legal 

500 West Madison aqeene@orbitz.com 
Suite 1000 
Chicago, IL 60661 
USA 

312-894-6960 (phone) 
312-894-4856 (fax) 
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Orbitz Worldwide 
500 W. Madison 
Suite 1000 
Chicago, IL 60661 

September XX, 2008 
~ORB11345678~ 

«Name_addr_1 » 
«Name_addr_2» 
«Name_addr_3» 
«Name_addr_4» 
«Name_addr_5» 
«City», «State» «Zip Code» «Country» 

Orbitz Worldwide considers the protection of the personal information of its employees 
and former employees to be one of its highest priorities. With this in mind, I am writing 
to inform you of a recent security incident we experienced that may have involved your 
personal information, the actions you may want to take as a result of this incident, and 
the assistance we are making available to protect you. 

The incident involved the offsite theft of a laptop computer from an Orbitz Worldwide 
employee in the second week of September. The theft has been reported to the police, 
but the laptop has not been recovered. After investigating this incident, we believe that 
this laptop may have contained payroll files that included the names, Social Security 
numbers and dollar amounts of flexible spending plan contributions of some U.S.-based 
Orbitz Worldwide employees and former employees, including your name, Social 
Security number and contribution amount. 

We have no reason to believe that the computer was stolen to access any information 
and cannot conclusively confirm whether the laptop contained your information. 
However, because we are not able to rule out this possibility, we are exercising an 
abundance of caution and are writing to inform you of this matter and to recommend that 
you be alert to signs of any possible misuse of your personal identity. We recommend 
that you be vigilant to any signs of fraud or identity theft. You should also understand 
that you can take certain steps to obtain further information and to protect yourself from 
identity theft. 

We have arranged to provide, at no cost to ~ou, for a period of one year, a credit 
monitoring product, Experian Triple Advantage M Premium, to help you detect possible 
misuse of your personal information. We strongly recommend that you participate in this 
program. Once you enroll, you will receive communications detailing any key changes 
to your credit reports from all three credit bureaus. If you choose to enroll in this 
product, you will need to activate it by December 30, 2008. Please see the attachment 
to this letter to learn more about the credit monitoring product and important enrollment 
instructions. 

We also want to take this opportunity to remind you that you should always be alert for 
suspicious activity regarding your personal information. Thus, even if you choose not to 
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Fraud Alert. In addition, you may want to consider the use of a fraud alert. Fraud alerts notify 
potential creditors to verify your identification before extending credit in your name in case someone is 
using your information without your consent. There are two types of fraud alerts that you can place on 
your credit report to put your creditors on notice that you may be a victim of fraud: an initial alert and 
an extended alert. 

An initial fraud alert stays on your credit report for 90 days, and there is no charge for this service. 
You may ask that an initial fraud alert be placed on your credit report if you suspect you have been, 
or are about to be, a victim of identity theft. You may initiate a fraud alert for all three major bureaus 
by calling the toll-free number of anyone of the credit reporting companies listed above. However, 
you should be aware that, while a fraud alert may help protect your credit information, it may delay 
legitimate requests for credit approval. Further information is available from the credit bureaus. 

You can also have an extended fraud alert placed on your credit report if you have been a victim of 
identity theft and you provide the credit reporting company with the documentary proof it requires. 
As with placing an initial fraud alert, you can place an extended fraud alert by calling the toll-free 
fraud number of any of the three credit report companies listed above. 

You may place a fraud alert in your file by calling just one of the three nationwide consumer reporting 
agencies at the numbers listed below. As soon as that agency processes your fraud alert, it will notify 
the other two, which then also must place fraud alerts in your file. 

• Experian: 1-888-397-3742, www.experian.com 
• Equifax: 1-800-525 6285, www.equifax com 
• TransUnion: 1-800-680-7289, www.transunion com 


